1. WHO ARE WEFE?

SAVENTURE ENTERPRISES LLP is a company incorporated in INDIA
under Limited Liability Partnership registration number AAL - 1488
with the registered office address BUILDING NO:8/117A,
UPSTAIR(FF), POOLADIKKUNNU, VENGALAM BYPASS JUNCTION,
ERANJHIKKAL PO, CALICUT, Kozhikode, Kerala, 673303, India.
AZHR is owned by SAVENTURE ENTERPRISE LLP, a company
incorporated in INDIA and under LLP registration number AAL -
1488 with the registered office address BUILDING NO:8/117A,
UPSTAIR(FF), POOLADIKKUNNU, VENGALAM BYPASS JUNCTION,
ERANJHIKKAL PO, CALICUT, Kozhikode, Kerala, 673303, India.
(hereinafter “SAVENTURE”).

When our customers use AZHR software and upload personal
information to it, we will be acting as data processor on behalf of our
customers. This privacy policy does not cover that processing of
personal information. This privacy policy covers the processing of
personal information when AZHR is acting as a data controller,
meaning circumstances when we determine the purpose for the use
of the personal information and the way it is used. Examples of this
are where we collect information on prospective customers, and
carry out client relationship management, marketing and data
analytics using our customers’ data.

We have appointed a data protection officer (“DPO”), who is
responsible for responding to questions in relation to this privacy

policy. If at any time you are concerned or have questions about how



we handle your personal information, please contact our DPO at

dpo@sacure.in

2. HOW WE COLLECT YOUR PERSONAL INFORMATION?

To the extent permitted by applicable laws, we collect personal
information about you (as our customer contact) and any other

individual whose details you provide to us when you:

e Fill out a form on our website, including, but not limited to,

registering to use our applications or services;

e Use AZHR software or services;

e Place an order using our website, applications or services;

e Complete online forms, take part in surveys or participate in any
other interactive area that may appear on our website,
applications or services;

e Interact with us using chatbots; or

e Contact us offline, for example by telephone, fax, email or post.

We will also collect your personal information when you only

partially complete and/or abandon any information inputted into our

website and/or other online forms, and may use this information to


mailto:dpo@sacure.in

contact you to remind you to complete any outstanding information
and/or for marketing purposes as permitted by applicable laws.

We also collect information from your devices (including mobile
devices) and applications used to access and use any of our websites,
applications or services (for example, we may collect the device
identification number and type, location information and connection
information, such as statistics on your page views, traffic to and from
the sites, referral URL (i.e. web address), ad data, the |IP address of
your devices, your browsing history and your web log information).
We may do this using cookies or similar technologies (as described in

section 11 below).

We may enhance personal information we collect from you with
information we obtain from third parties that are entitled to share
that information; for example, information from credit agencies,
search information providers or public sources (e.g. for customer due

diligence purposes), but in each case as permitted by applicable laws.

PROVIDING US WITH INFORMATION ABOUT OTHERS

You will be telling us about employees and non-employee workers at
your organisation who access and use AZHR software. They are
referred to as users throughout this privacy policy. If you provide us
with personal information about someone else, including, but not

limited to, these users, you are responsible for:



e Ensuring that you comply with applicable Data Protection Laws

in relation to such disclosure; and

e explaining to them how we collect, use, disclose and retain their

personal information and/or directing them to read our privacy

policy.

3.HOW WE USE YOUR INFORMATION

3.1 HOW WE USE YOUR INFORMATION

Personal information means any information relating to an individual
from which that person can be identified. The types of personal
information that we collect, and our uses of that personal
information, may vary depending on our relationship with you. For
example, we may collect different personal information depending on
whether you are a customer, a customer’s users, a contact at a
prospective customer or any individual to whom we market our
products and services. We may obtain, use, store and transfer the

following personal information about you:

e Personal contact information (including your and vyour
organisation’s users’ name, home address, personal telephone
number(s) and/or personal email address);

e [nformation gathered through correspondence with us;

e Financial information (including bank account details and/or

billing addresses);



e Usage and technical data, which includes information about how
you use our website, products and services, and traffic data,
weblogs, pages you access and other communication data (i.e.
information obtained via cookies); and

e Profile information (including your username and password,
purchases made by you, your preferences and any feedback or

survey responses).

For those customers who use AZHR with G Suite application, we use

the following data:

e Employee full names;

e Email addresses (used to map and authenticate users in AZHR);
and

e Access to Google Calendars (used to send time of events so they

appear in Google Calendar).

Please note that we do not store any G Suite passwords.

3.2 HOW WE USE YOUR INFORMATION

The personal information we hold about you and your organisation’s

users may be used in any of the following ways:

Purpose for processing your | Legal basis for processing your personal
personal information information




To provide you and your
organisation’s users with the
AZ HR software, including
administration and
management of your
account.

If the personal information we use is about
the individual who is a party to the contract
with us, we rely on the basis that the use is
necessary for our contract with you.

For all other individuals, we need this
information for our legitimate business
purpose to provide our service, including to
administer and manage our customers’
accounts.

To allow you to upload, store
and access client data.

If the personal information we use is about
the individual who is a party to the contract
with us, we rely on the basis that the use is
necessary for our contract with you.

For all other individuals, we need this

information for our legitimate business
purpose to allow the upload, storage and

access to client data.

To enable users to access
certain aspects of AZHR and
limited client data relevant
to themselves.

We have a legitimate business purpose to
allow users to access AZHR and certain
client data.

To provide you and your
organisation’s users with
user support.

If the personal information we use is about
the individual who is a party to the contract
with us, we rely on the basis that the use is
necessary for our contract with you.

For all other individuals, we need this

information for our legitimate business
purpose to provide user support for you to
be better able to use our products, services

and applications.




To moderate your account.

If the personal information we use is about
the individual who is a party to the contract
with us, we rely on the basis that the use is
necessary for our contract with you.

For all other individuals, we need this

information for our legitimate business

purpose to moderate client accounts.

For research and analytics
purposes (for example, to
improve the quality of the
service).

We have a legitimate business purpose to
carry out research and analytics in order to
improve our products, services and
applications.

To ensure security for you,
your organisation’s users,
our staff and other users of
the service.

We have a legal obligation to ensure the
security for our customers of our products,
services and applications.

To comply with applicable
laws, court orders,
government and law
enforcement agencies’
requests.

It is necessary for compliance with a legal
obligation.




To send you further
information about our
services about which we
think you may have an
interest.

Sometimes we need your consent, for
example when you have provided us with a
personal email address such as a Gmail
account and where you have not bought
our service from us, we need your consent
to email you.

In other circumstances, for example, when

you have provided us with a work email
address we can rely on the fact that we
have a legitimate business purpose to send
you selected communications about the
services that we offer, promotions and/or

events that might interest you.

To send you further
information about our
services based on a request
we have received from you.

We have your consent.

To fulfil the obligations we
have in relation to any
contracts we have in place
with you (including, without
limitation, the EULA).

If the personal information we use is about
the individual who is a party to the contract
with us, we rely on the basis that the use is
necessary for our contract with you.

For all other individuals, we need this

information for our legitimate business
purpose to fulfil our obligations under that

contract.




To provide you with If the personal information we use is about
notification about any the individual who is a party to the contract
changes to the service. with us, we rely on the basis that the use is
necessary for our contract with you.

For all other individuals, we need this

information for our legitimate business
purpose to fulfil our obligations to engage
with customers and communicate with
them in respect of changes to the services

we provide.

4. SHARING YOUR INFORMATION

We may share your personal information with the following parties:

e Any company within the SAVENTURE, for the purposes set out
in this privacy policy (including, but not limited to, global
information and customer relationship management; software
and service compatibility and improvements; and to provide you
with any information, applications, products or services that you

have requested);

e Our service providers and agents (including their sub-
contractors) or third parties which process information on our
behalf (e.g. internet service and platform providers, payment
processing providers and those organisations we engage to help
us send communications to you) so that they may help us to

provide you with the applications, products, services and



information you have requested or which we believe is of

interest to you;

Third parties used to facilitate payment transactions, for
example clearing houses, clearing systems, financial institutions

and transaction beneficiaries;

Third parties where you have a relationship with that third party
and you have consented to us sending information (for example,

social media sites or other third party application providers);

Third parties for marketing purposes (e.g. our partners and
other third parties with whom we work and whose products or
services we think will interest you in the operation of your
business activities. For example, financial services organisations
(such as banks, insurers, finance providers), payment solutions
providers, software and services providers that provide

business solutions);
Credit reference and fraud prevention agencies;
Government bodies, regulators and any other third party

necessary to meet SAVENTURE’s legal and regulatory

obligations;



e Law enforcement agencies so that they may detect, investigate

or prevent crime or prosecute offenders;

e Any third party in the context of actual or threatened legal
proceedings, provided we can do so lawfully (for example, in

response to a court order);

e Any third party in order to meet our legal and regulatory
obligations, including statutory or regulatory reporting, or the

detection or prevention of unlawful acts;

e Our own and SAVENTURE’s professional advisors and auditors
for the purpose of seeking professional advice or to meet our

audit responsibilities;

e Another organisation if we sell or buy (or negotiate to sell or

buy) any business or assets;

e Another organisation to whom we may transfer our agreement

with you; and

e Government departments where reporting is mandatory under

applicable law.

When we appoint third party service providers who act as data
processors on our behalf, we require them to respect the security of

your personal information and to treat it in accordance with



applicable laws. We do not allow our third party service providers to
use your personal information for their own purposes, and only
permit them to process your personal information for specified

purposes and in accordance with our instructions.

We may also aggregate and anonymise your, and your organisation’s
users’, personal information (excluding, for the avoidance of doubt,
sensitive personal information, known as “special category” personal
information under applicable law) and use and share such aggregated
and anonymised personal information with third parties for statistical
purposes and for the purpose of data analytics, product development,

and/or improvement.

5.MARKETING

From time to time, we may use your information to contact you with
details about our applications, products and services which we feel
may be of interest to you. In particular, we may use your personal
information to provide you with marketing communications in the
form of newsletters, product feature updates, blogs and listings on
application review sites via email and telephone. We may also share
your information with our group companies and carefully selected
third parties so that they (or we) may contact you with information
about their products or services which we feel may be of interest to
you. We or they may wish to contact you for this purpose by

telephone, post, SMS or email, as permitted by applicable laws.



You have the right at any time to stop us from contacting you for
marketing purposes. You may also request at any time that we do not
share your information with third parties referred to in this
paragraph. If you wish to exercise these rights you can do so by
selecting your contact preferences at the point where you provide us
with your information on our websites, applications or services, using
any preference centres we give you access to or by sending us an

email to info@azhr.in You can also unsubscribe from any email

marketing using the links provided in the emails we send to you.

6. YOUR INFORMATION AND RIGHTS

Under applicable Data Protection Laws, you have key rights in
relation to your personal information, as set out below. You can

exercise any of these rights by contacting us via email at info@azhr.in

Please note that although we take your rights seriously, these rights
might not apply in every circumstance, and there may be some
circumstances where we cannot comply with your request such as
where complying with it would mean that we could not comply with
our own legal or regulatory obligations. In these instances, we will let

you know why we cannot comply with your request.

6.1 THE RIGHT TO ACCESS YOUR PERSONAL INFORMATION

You are entitled to a copy of the personal information we hold about
you, together with certain details about how we use it. We will usually
provide your personal information in writing, unless you request

otherwise. Where your request has been made electronically (e.g. by
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email), a copy of your personal information will be provided to you by

electronic means, where possible.

6.2 THE RIGHT TO RECTIFICATION

We always take care to ensure that the personal information we hold
about you is accurate and, where necessary, up to date. If you believe
that there are any inaccuracies, discrepancies or gaps in the
information we hold about you, you can contact us and ask us to

update or amend it.

6.3 THE RIGHT TO RESTRICTION OF PROCESSING

In certain circumstances, you are entitled to ask us to stop using your
personal information, for example, where you think that it is

inaccurate, or where you think that we no longer need to use it.

6.4 THE RIGHT TO WITHDRAW YOUR CONSENT

Where we rely on your consent to process your personal information,
you have the right to withdraw your consent to our further use of

your personal information.

6.5 THE RIGHT TO ERASURE

This is sometimes known as the 'right to be forgotten' It entitles you,
in certain circumstances, to request deletion of your personal

information. For example, where we no longer need your personal



information for the original purpose for which we collected it, or
where you have exercised your right to withdraw consent.

Whilst we will assess every request, there are other factors that will
need to be taken into consideration. For example, we may be unable
to erase your information as requested by you because we have a

legal or regulatory obligation to keep it.

6.6 THE RIGHT TO OBJECT

In certain cases, you have the right to object to our processing. This

arises in relation to:

Marketing: You have control over the extent to which we market to
you and you have the right to request that we stop sending you
marketing messages at any time. You can do this either by clicking on
the "unsubscribe" button in any email that we send to you or by
contacting us using the details set out in section 12 of this privacy
policy below. Please note that even if you exercise this right because
you do not want to receive marketing messages, we may still send you

service related communications, where necessary.

Processing based on our justifiable purpose:Where we process your
personal information based on a justifiable purpose, you can object to
such processing, unless our purpose outweighs any prejudice to your
privacy rights.

6.7 THE RIGHT TO DATA PORTABILITY



In certain circumstances, you can request that we transfer personal

information that you have provided to us, direct to a third party.

6.8 RIGHTS RELATING TO AUTOMATED DECISION-MAKING

We do not carry out any automated decision-making. If this changes,
we will let you know and inform you of your rights relating to

automated decision-making.

6.9 THE RIGHT TO MAKE A COMPLAINT TO THE ICO

You have a right to complain to the Information Commissioner's
Office (ICO) if you believe that we have breached Data Protection

Laws when using your personal information.

7.CHANGES TO THIS PRIVACY POLICY

From time to time we may need to make changes to this privacy
policy, for example, as the result of changes to law, technologies, our
services, or other developments. We will provide you with the most
up-to-date privacy policy and you can check our website http:/
azhr.in/pp periodically to view it. This privacy policy was last updated
on 01 October 2020.

8.SECURITY AND STORAGE OF INFORMATION

We will take reasonable steps to maintain appropriate technical and

organisational measures to protect the personal information you
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provide to us, or we otherwise hold about you, against accidental or
unlawful destruction, loss, alteration, and from unauthorised
disclosure or access.

We store the personal information you and your organisation’s users
provide us with, or which we otherwise hold about you or them, on
our secure servers. In the event of us giving you or your organisation’s
users (or you/they choosing) a password which grants you/them
access to specific areas within our website or services, it remains
your/their responsibility to maintain the confidentiality of this
password. This includes the responsibility to refrain from sharing
your/their password with other parties.

As the transmission of data via the Internet cannot be assumed to be
completely secure, we cannot guarantee the security of any of your
or your organisation’s users’ data transmitted to our website or
services; you and they are therefore responsible for any risk
associated with such transmission. We will, however, at all times take
all reasonable steps to ensure the transmission of your and your
organisation’s users’ data is executed as securely as possible, and
upon receipt of your/their data we will continue at all times to
enforce strict security procedures and features in an attempt to

prevent any unauthorised access.

We will only retain the personal information for the duration of our
business relationship and for as long as reasonably necessary to fulfil
the purposes we collected it for, and to comply with applicable legal,
regulatory, tax, accounting or reporting requirements, or as

otherwise permitted by applicable laws and regulations. The exact



time period will depend on your relationship with us and the type of

personal information we hold about you.

When determining how long to retain your personal information, we
will also take into consideration a number of factors, including
whether there are any existing contractual obligations we may owe to
you or you may owe to us, and whether there are anticipated or
actual disputes, complaints or legal proceedings.

Where we no longer need your personal information, we will dispose
of it in a secure manner (without further notice to you).

If you would like further information regarding the periods for which
your personal information will be stored, please contact us using the

details set out section 12 of this privacy policy below.

10. OTHER SITES AND SOCIAL MEDIA

If you follow a link from our website, application or service to another
site or service, this privacy policy will no longer apply once you have
left our website, application or service. We are not responsible for
the information handling practices of third party sites, applications or
services, and we encourage you to read the privacy policies appearing

on those sites, applications or services.

Our websites, applications or services may enable you to share
information with social media sites, or use social media sites to create
your account or to connect your social media account. Those social

media sites may automatically provide us with access to certain



personal information retained by them about you (for example, any
content you have viewed). You should be able to manage your privacy
settings from within your own third party social media account(s) to
manage what personal information you enable us to access from that

account.

11. COOKIES AND IP ADDRESSES

We may obtain information about your and your organisation’s users’
computer, which includes your and your organisation’s users’ IP
address, browser type and operating system where available. This

accumulation of data is used to assist system administration.

12. FURTHER INFORMATION

If you have any queries about how we handle your personal
information, the contents of this privacy policy, your data protection
rights under applicable local laws, how to update your records or how
to obtain a copy of the personal information that we hold about you,
please write to our Data Protection Officer, at Data Protection
Officer, The SAVENTURE ENTERPRISE LLP, Calicut, Kerala, INDIA
Last update: 01 October 2020



